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Threat Advisory             

 

Threat Identification – DTINR4001 

Troldesh (Shade) – a new variant in action  

 

Synopsis  

The ransomware epidemic is showing no signs of slowing down. These days, not only are we 

witnessing newer families surfacing, but the commitment of malware creators to continuously 

update previously-released variants prove to be unrelenting. The ransomware landscape has 

grown exponentially over the past two years. In the past few days, DSCI Threat intelligence team 

has observed a new variant of Troldesh ransomware hitting small and medium businesses across 

the country. “Troldesh”, also known as Encoder.858 or Shade, is a Trojan and a crypto-

ransomware variant created which encrypts all of the user’s personal data and extorts money to 

decrypt the files. Troldesh encrypts a user’s files with an “.xtbl” “.no_more_ransom” extensions. 

A distinctive feature of the Troldesh attack is direct communication with the victim. While most 

Ransom-Trojan attackers try to hide themselves and avoid any direct contact, Troldesh’s creators 

provide their victims with an e-mail address. The attackers use this email correspondence to 

demand a ransom and dictate a payment method. 

 

Infection and Propagation Vector  

Troldesh ransomware is spreading through:  

 Email Phishing  

 Exploit Kits  

 Brute Force on Remote Desktop Protocol (RDP) – especially firms using 

accounting and audit software have been impacted 

Traditional phishing emails redirect victims to phishing websites having malicious payload 

and uses powershell to download and execute from webserver. Few cases have been 

seen where the file with malicious payload were attached with the emails.  Payload of  
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Troldesh ransomware was seen being distributed mainly through axpergle and nuclear 

exploit kits. Accounting and audit software that allow their users to connect on cloud 

through RDP running on port 3389 were targeted with brute force attack. Through brute-

force, the attackers were able to get administrative credentials and execute the 

ransomware to encrypt all the files. 

 

Characteristics and Symptoms  

Troldesh Ransomware has the following characteristics: 

 The Troldesh Ransomware attack displays a warning message on the victim's 
computer  

(Refer image below) 
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 The Troldesh Ransomware replaces files on the victim's computer with encrypted 
copies in “.XTBL” format or “.No more ransomware” format 

(Refer image: File Extensions) 

 

 

 

 

 

 

 

 

 

 

Files gets converted into 

“XTBL” or “No more 

ransomware” extension 
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 The Troldesh ransomware drops text files on the victim's computer. These text 
files contain information of the attack and contact information for the 
attackers. 

     (Refer Image: Ransomware Note) 

 

 

 

 

 

 

 

 

 

 

Usually ransomware distributers 

keep themselves anonymised, but 

‘Troldesh-new variants’ attackers 

provide email ids, ask to pay 

through payment modes other 

than bitcoin wallets. 
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Malware in Execution (VM Screenshots) 

 

Static File Analysis  
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Dynamic File Analysis  

 

 

 

 

 

 

 

 

 

 

 

 

Filesystem changes: It has been 

observed that the new variant of 

Troldesh continuously reads and 

writes sensitive files. Files are 

encrypted using AES256 

encryption standard. 
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Mitigation  

 Do not download attachments or click on links received from unwanted or 

untrusted email sources. 

 Keep your antivirus updated and ensure you are using the latest version. 

 Use Strong Admin Password, include a combination of special characters, 

numeric and capital letters (preventing Brute force attack). 

 Backup, backup and backup important data. 

 Apply all recommended updates on your Operating System and programs like 

Adobe, Java, Internet browsers, etc. 

 Ensure that your computer’s Automatic Updates are enabled. 

 Deny access to Public IPs to important ports (in this case RDP port 3389) 

 Allow access to only IPs which are under your control. 

 Along with blocking RDP port, it’s recommended to block SMB port 445. In 

general, it’s advised to block unused ports. 

 Always turn on email protection of your antivirus software. 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

http://bit.ly/2ncPU26
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Threat Identification – DTINR4002  

 

CamuBot Banking Malware: The Banking Malware disguises as a security module & steals your 

banking credentials with the capacity to bypass biometrics  

 

Synopsis 

A new unique banking malware dubbed CamuBot poses itself like a security module from 

the bank to gain victim’s trust and tempt them into installing the malware on their device. 

 

Infection and Propagation  

The threat actors are actively targeting private companies and public-sector organizations 

using a number of social engineering techniques to bypass security controls. Security 

researchers from IBM say that the CamuBot malware is more sophisticated than any of 

its predecessors and designed with a new code. It is different from the common banking 

Trojans and it is blended with a number of social engineering techniques for device take 

over. Attack starts with a basic recon, followed by social engineering, where user is 

tricked into believing that they are interacting with a bank employee via phone call. Once 

the user goes to the fake URL which has bank logo and other details on it, he is made to 

download the security module with admin rights, while the malware downloads in 

background. The executable, name of the file and the URL are not static and hence 

continue to change for every installation. Then it adds itself to the firewall’s rules to 

appear trusted. It does the same for the antivirus:  

 

To communicate with the infected device, CamuBot establishes a Secure Shell (SSH)-

based SOCKS proxy. According to X-Force’s analysis, the SSH module’s dynamic link 

library (DLL) is a free tool that was obtained via GitHub. The DLL file is named 

“%TEMP%\Renci.SshNet.dll.” 
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Once the installation is completed, a pop-up screen redirects victims to a phishing page 

that is designed like a banking portal. The phishing page asks victims to input his or her 

credentials. This malware also possesses the capability to intercept one-time passwords 

which might be used as a part of two-factor authentication by many banks. 

 

The delivery of CamuBot is personalized, and at this time, CamuBot targets business 

account holders in Brazil and not in any other geographies said X-Force researchers, but 

this could change any time. 

 

 

Characteristics and Symptoms  

 

Signature  

Reference Hashes  

I. 9eab7ea297ea71057691c09b485d646f 

II. a000fe90363517e0fc4c8d02f7830825 

III. 684AAA16C9B54E4645C8B5778DB7562F 

IV. CD27C9FC659B50776E3BD208A42F1E3F 

V. 7D50411C9621F1AD00996C8CE0F1AC20 

 

 

Recommendations  

 

 Be careful while performing any e-financial transactions. 

 As a best practice, call at bank helpline numbers instead of receiving a call from 
them, this ensures that you are actually talking to a bank employee. 

 Do not bypass security measures in place to install third party tools. When in 
doubt, ask your security team. 
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 Tip of the month 

 

How to detect Cryptocurrency mining activity on your network? 

When it comes to detecting Cryptocurrency mining, look at multiple data sources. 

o Analysis of all DNS client traffic 

o Use IDS (Intrusion detection software) to detect specific text strings\patterns in 
network packets 

o Monitor all IRC communications on your network 

 

 


